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I. AppTree Framework Mobile Architecture
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II. Application Implementation Requirements and Overview

1. A database schema, typically ecfssm, is created and granted the necessary privileges
(select, insert, update, execute, etc.) to the (FAMIS/eAM) database objects such as tables,
views, packages, etc.

2. Database tables, views, database links, API’s, etc are created under the ecfssm schema.

3. Application Server(s) installation and configuration. (Oracle WeblLogic/GlassFish Server
Open Source)

4. Application Server Cluster configuration.
5. LDAP Integration configuration.

* Web Service on the application server checks against the database to determine if LDAP
Integration is enabled.

e |f LDAP Integration is enabled, Web Service performs an LDAP bind using the username
and password entered on the client.

e |f LDAP bind was successful, Web Service performs validation against the database
based on customer defined crosswalk between LDAP and FAMIS/eAM.

* Web Service determines if the user has authorization to use the application.

* Web Service determines the user role(s) and lets the user into the application.

6. If LDAP Integration is not enabled, AppTree Framework Mobile logins are maintained in a
database table or view.
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III. Hardware Requirements and Recommendations

The following hardware recommendations are based on the anticipated load of 100~150
concurrent session of the AppTree Framework Mobile application. Production server(s) should be
provisioned with flexibility to add/allocate additional resources when actual usage exceeds the
anticipated usage.

EC strongly recommends the disks be setup RAIDS. If RAIDS is not a feasible option, disks
should be running RAIDO (mirrored) at a minimum for redundancy. The Disk Capacity described
in the tables below is available disk space outside of the Operating System footprints.

For FAMIS customers, AppTree Framework Mobile can be deployed utilizing the existing Oracle
WebLogic server installation. Customers will have the option to deploy AppTree Framework
Mobile Web Services into the existing WebLogic domain hosting the FAMIS Java Ul or into a
separate WebLogic domain, typically apptm_domain.

Oracle WebLogic
CPU 2 CPU's 2.6GHz or higher
Memory 8GB

Disk Capacity 20GB

Operating System Windows Server 2008 R2 64bit
Windows Server 2003 R2 32bit
Windows Server 2003 R2 64bit

x86

SUSE 10 (SP1+)

SUSE 11 (all SP levels included)
Oracle Linux 4 (UL7+)

Red Hat Linux 4 (UL7+)

Oracle Linux 5 (UL3+)

Red Hat Linux 5 (UL3+)

x86-64

Oracle Linux 4 (UL7+)
Red Hat Linux 4 (UL7+)
Oracle Linux 5 (UL3+)
Red Hat Linux 5 (UL3+)
Oracle Linux 6 (UL1+)
Red Hat Linux 6 (UL1+)

GlassFish
CPU 2 CPU's 2.6GHz or higher
Memory 4GB

Disk Capacity 10GB

Operating System Windows Server 2008 R2 64bit
Windows Server 2003 R2 32bit
Windows Server 2003 R2 64bit
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x86

SUSE 10 (SP1+)

SUSE 11 (all SP levels included)
Oracle Linux 4 (UL7+)

Red Hat Linux 4 (UL7+)

Oracle Linux 5 (UL3+)

Red Hat Linux 5 (UL3+)

D),

x86-64

Oracle Linux 4 (UL7+)
Red Hat Linux 4 (UL7+)
Oracle Linux 5 (UL3+)
Red Hat Linux 5 (UL3+)
Oracle Linux 6 (UL1+)
Red Hat Linux 6 (UL1+)

The following platforms are also supported by GlassFish. Efficient Computing will working on
certifying additional platforms after passing internal Quality Assurance Testing.

Solaris SPARC Platform
glassfish-installer-v2-b58g.jar, size 54M (English)
glassfish-installer-v2-b58g-ml.jar, size 74M (Multilingual)

Solaris x86 Platform
glassfish-installer-v2-b58g-sunos_x86.jar size 54M (English)
glassfish-installer-v2-b58g-ml-sunos_x86.jar size 74M (Multilingual)

MacOS Platform

glassfish-installer-v2-b58g-darwin.jar size 65M (English)
glassfish-installer-v2-b58g-ml-darwin.jar size 85M (Multilingual)
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IV. Installation of AppTree Framework Mobile Core

Oracle WebLogic Server Installation

1) Download and install JDK 1.6.34 jdk-6u37-windows-x64.exe

http://www.oracle.com/technetwork/javal/javasebusiness/downloads/java-archive-downloads-javase6-419409.html

Run installer jdk-6u34-windows-x64.exe (NOTE: On Windows Server 2008, please make
sure you right-click and select (Run as administrator)

aLuu_1u.gl LFPATIPATI NI S o]
N—2 = H =

Ejdk—f-u&i*}-l.ﬁ' oWs-x64
E ofm_disco_ pen

@ Run as administrator
B webuti_10

Troubleshoot compatibility
) wis1033_n () Scan with Microsoft Forefront Endpoint Protection. ..
[ wis1034_w - Edit with Notepad++
¥ Add to archive...

Is1034
Bwis1034_n B Add to "jdk-6u34-windows-x64.rar"

Accept the License Agreement and click on Next
On the Java SE Development Kit 6 Update xx — Custom Setup screen, click

onChange. . .and enter a directory name without any spaces (ie.
C:\oracle\java\jdkl.6.0 34\) and click on Next.
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_ustom Setup

select the program features

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

[~ Feature Description
Development Tools JuwﬂTND??D?ﬁ?%XTN:KRG
Demos and Samples pnvl‘ate RE 6Update . This
Source Code vl require 300MB on your hard
Public JRE drive.

Install to:

< Back Next > Cancel |

JDK will be installed and the following directories/files will be created.

B jdk1.6.0_34 [_[Of %}
@ > [ 1~ Computer ~ Local Disk (C:) - oracle ~ java - jdki.6.0.34 ~ + (& [[search i1 6,034 D)
Organize v Includeinlbrary v  Sharewith v  Mew Folder = v 0l @

S Favorites Name IDate modified | Type | Size I I
B Desktop 1 bin 10/11{2012 4:45 AM  File folder
s Downloads |/ include 10/11/2012 4:45 AM  File folder
Ml Eecett Blares B ire 10/11/2012 4:45 AM  File folder
& Libreres ) ib 10/11{2012 4:45 AM  File folder
) Documents || COPYRIGHT 7192012 4:38 A File 4K8
& Music | uicense 10/11/20124:45 AM  File 1ke
&) Pictures £ | README html 10/11{20124:45 AM  HTML Document 1K8
B2 videos £ register.html 10/11/2012 4:46 AM  HTML Document 6KB
& register_ja.html 10/11/2012 4:46 AM  HTML Document 7K8
8 Computer
& register_zh_CN.html 10/11{2012 4:46 AM  HTML Document 58
G Ntwork Bsrcap 71192012 4:39 M WinRAR ZIP archive 19,265 K8
|| THIRDPARTYLICENSEREADME.txt 10/11/20124:45 AM  Text Document 169K8
j 12 items

On the Java Setup - Custom screen, click on Change. . .and enter a directory name without any
spaces (ie. C:\oracle\java\jre6\)
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« Custom Setup 5

>Sun

Select the program features you wank installed. \ 4

~
S

untine Enwirarenent with support for European languages wil be installed. Select

Install to:

([ change... ]

Concol ] Ciee> ]

JRE will be installed and the following directories/files will be created.

=l I Search jre6

Organize v  Includein library v  Sharewith v  MNew folder 3= v
¢ Favorites Name “ Date modified | Type | Size:
B Desktop bin 10/11/2012 4:46 AM  File folder
4 Downloads ™ 10/11/2012 4:46 A File folder
i Recent Places | COPYRIGHT 10/11/2012 4:46 AM  File 4K8
=3 Libraries || LICENSE 10/11/2012 4:46 AM  File 1KB
PR ID || LICENSE.bxt 10/11/2012 4:46 AM  Text Document 1KB
& Music || README.txt 10/11/2012 4:46 AM  Text Document 1KB
&= Pictures || THIRDPARTYLICENSEREADME. Ext 10{112012 4:46 AM  Text Document 163 KB
B videos £ | Welcome. html 10{11/2012 4:46 AM  HTML Document 1KB

18 Computer

2) Download and install WebLogic Server 10.3.6.0 64bit

http://www.oracle.com/technetwork/middleware/ias/downloads/wls-main-097127.html

1. Launch Command Prompt (NOTE: On Windows Server 2008, please make sure you
right-click and select (Run as administrator)

In Command Prompt:
cd C:\downloads\oracle installl\weblogic 10.3.6

set JAVA HOME=C:\oracleljava\jdkl.6.0 34
set PATH=%JAVA_HOME%\bin; $PATHS%

java -jar wlsl036 generic.jar

oft Windows [U ion 6.1.76011
Copyright <(c> 2009 Microsoft Corporation. All rights reserved.

stem32>cd C:\downloads\oracle_install\webhlogic_10.3.6

oracle_install\wehlogic_10.3.6>
C:\downloads\oracle_install\wehlogic_18.3.6>set JAUA_HOME=C:\oracle\java\jdki.6.

C:\downloads\oracle_install\weblogic_18.3.6>set PATH=xJAUA_HOMEZ\bhin;xPATHx

C:\downloads\oracle_install\weblogic_10.3.6>
C:\downloads\oracle_install\weblogic_10.3.6>java —jar wls1@36_generic.jar_
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[BF Oracle Installer - WebLogic 10.3.6.0 E)oX)

Welcome

This instaler wil guide you through the instaliation of ORACLE"

Webloge 10.3.6.0

Instructions
Clck the Next button to proceed to the next screen, If you wank to
Y

ge (o
may quit the rstaller & any time by clicking the Exit button.

ORACLE"

[Eeiei] et ]

2. Select Create a new Middleware Home: c: \oracle\middleware

[BE Oracle Installer - WebLogic 10.3.6.0 EoE)
Choose Middleware Home Directory

Specify the Middleware Home where you wish to install ORACLE
Weblagic 10.3.6.0.

- Middleware Home Type

[® Create a new Middleware Home

Home Directory

\c:\oracle\middleware

If you want to receive security updates for this product, enter your details and click Next.

If you don’t want to receive security updates, uncheck the “I wish....” Checkbox (press
YES on the alert message) and click Next.

[ Oracle Installer - WebLogic 10.3.6.0 @EE]

Register for Security Updates

Provide your email address for security updates and ORACLE
ta initiate configuration manager.

Email; ’

Use My Oracle Support email addressfusername

1 wish to receive security updates via My Oracle Support

Support Password:
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If necessary, specify proxy server information. Otherwise click Cancel and check
your network connection.

Proxy Server:

Proxy Port:

Proxy Username:

Proxy Password:

If this machine has no internet connection, select the checkbox below and click
Continue,

I wish to remain uninformed of security issues in my
configuration or this machine has no Internet access.

| Cancel | | Continue

4. Choose Typical Installation Type

[ Oracle Installer - Weblogic 10.3.6.0

Choose Install Type
Select the type of installation you wish to perform. ORACLE’

@ Typical

g;) Install the following product(s) and component(s):

# Weblogic Server
# Oracle Coherence

O Custom

@ Choose software products and components to install and perform optional
configuration.

5. Leave WebLogic Server and Oracle Coherence Directories default

6. Choose your JDK

racle Installer - WebLogic 10.3.6.0

JDK Selection
IDK(s) chosen will be installed. Defauits will ORACLE’

be used in script string-substitution if installed.

. Discard Changes

Bundled JDK: Approximate installed size™
SUN SDK 1.6.0_ Highlighted item: 439.9MB
Al selected bundled JDK's: 626.5MB
Total of all selected items: 1,289.7MB
*Installer requires free disk space
approximately 2x this total

Local JDK:

Browse...

7. Confirm your installation directories

WebLoigic Server: C:\oracle\middleware\wlserver 10.3
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Choose Product Installation Directories
Provide the directories where you wish to install ORACLE

‘Weblogic 10.3.6.0.

Middleware Home Directory
Ci\OracleiMiddleware

Product Installation Directories

" Discard Changes

are not set,
‘WebLogic Server:
| Chioracleimiddiewarewiserver_10.3 || Browse...
Oracle Coherence:
|Coracleimiddiewareicoherence_3.7 || Browse...

|
The Product Home might contain shared utilties and any products or components for which unique directories

(e [ wee |

8. Choose the Start Menu folder and press Next

¥ Oracle Installer - WebLogic 10.3.6.0 (A=
Choose Shortcut Location
The installer creates shortcuts to Orade companents, samples, and todls. As 3 ORACLE’

user with administrative privieges, you can spedify where these shortcuts are created,

Select the Start Meru folder in which you want to creste Oracle shortouts:
® “All Users” Start Menu folder (recommended)
For some Installations, this setting may Imik the automatic creation

of server shortcuts for users without administrative privileges.
Refer to the documentation for more information,

O Local user's Start Menu folder

Select this option ¥ you need to ensure that other profiles
regstered on this machine wil not have sccess to these shortcuts.

Exk Previous |

9. Review and click Next on Installation Summary screen

z Oracle Installer - Webl ogic 10.3.6.0

Installation Summary
| The falowing Products and J0Ks wil be instaled. ORACLE’
[ WebLogic Server []| | Desaription
L) Core Applcation Server Implements JEE technologles, Web services, and other leadng
) Administration Console Internet standards, to provide a reliabie framewark For highly

(3 Configuration Wizard and Upgrade F| available, scalable, and secure applications,
) web 2,0 HTTP Pub-Sub Server
] webLogic SCA

[ weblogi JOBC Drivers

[ Third Party JDBC Drivers

_] weblogi Server Clents

[ weblogi Web Server Phgns
) uoD! and Xquery Support

[ Evaluation Database

i Instalied Size
|| [ Oracle Coherence  Approximate Instalied Sz
| 1) Coherence Product Files Highighted kem: 67.5M8
- Total of all selected items: 1,289.8M8

o] =

10. Follow installation progress
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[ Oracle Installer - Weblogic 10,3.6.0 (A3

Oracle® WebLogic Server 11g Release 1
Outperform

4 Quick application responsiveness
4 Proven, highest reliability, availability, and scalability
4 Fastest Java Virtual Machine

ORACLE

Instaling....wseeclent.zp 27% |

[wwor] [ ]

T |

11. Make sure "Run Quickstart" is unselected and click bone

[B% Oracle Installer - WeblLogic 10.3.6.0

Installation Complete
Click the Done button to exit the installer. ORACLE

g

Congratulations! Installation is complete.

ORACLE"

[ Run Quickstart

3) Create new WebLogic domain (ie. atfm domain)

1. Launch Command Prompt (NOTE: On Windows Server 2008, please make sure you
right-click and select Run as administrator)

In Command Prompt:

set TEMP=C:\oracle\temp

set TMP=C:\oracle\temp

set JAVA HOME=C:\oraclel\java\jdkl.6.0 34

set PATH=%JAVA HOMES%\bin; $PATH%

cd C:\oracle\middleware\wlserver 10.3\common\bin
config.cmd

Select Create a New WebLogic domain and click Next
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© © Fusion Middleware Configuration Wizard

M))
>
=
B

|
1
Main 888.680.8240 |
1
i
1
:

Welcome
ORACLE"

@ Create a new WebLogic domain
Create a WebLogic domain in your projects directory.
O Extend an existing WebLogic domain

Use this option to add new components to an existing domain and modify configuration
settings.

Exit Help || et

Make sure only Basic WebLogic Server Domain..is selected by default and click
Next

© © Fusion Middleware Configuration Wizard

Select Domain Source

ORACLE’

® Generate a domain configured automatically to support the following products:

[0 webLogic Advanced Web Services for JAX-RPC Extension - 10.3. .0 [wiserver_10.3]

[0 WebLogic Advanced Web Services for JAX-WS Extension - 10.3. .0 [wiserver_10.3]

O Base this domain on an existing template

Exit Help Previous Next

Change the domain name (ie. atfm domain), and leave the directory as default. (ie.
c:\oracle\middleware\user projects\domains)

© @ Fusion Middleware Configuration Wizard

Specify Domain Name and Location

ORACLE"
Enter the name and location for the domain:
Domain name: | csfm_domain
Domain location: [C: i _cdomain Browse
Ext telp erevious | [ net |
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Configure Administrator User Name and Password
Name: weblogic
User Password: ** * % %%

9

©.@ Fusion Middleware Configuration Wizard

Configure Administrator User Name and Password

ORACLE’
7 Disgard Changes
*Name: [ weblogic
*User password. | sxeesene
*Confirm user password | sxereens]
Description: | This user is the default administrator
et Help previous | [ Next

Configure Server Start Mode and JDK
WebLogic Domain Startup Mode: Production Mode
JDK Selection: sun SDK 1.6.0 34 @ C:\oracle\java\jdkl.6.0 34

© © Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK

ORACLE’

Before putting your domain into production. make sure that the production environment is secure. For more information, see the
topic *Securing & Production Environment’ in the WebLogic Server documentation

To use WebLogic JRockit in production, Oracle developing and testing your applications with WebLogic JRockit early in the
project cycle. For information about WebLogic JRockit. see the WebLogic JRockit documentation

WebLogic Domain Startup Mode JOK Selection

) Development Mode ® Avallabie Joks
Utilize boot properties for username and Sun SDK 1.6.0_34 @ C:loraclelavackl 6.0_34
password and poll for applications to deploy.
Sun JOK recommended for better startup
performance during teratve development

@ Production Mode

Require the entry of & username and password
and do not poll for applications to deploy.
WebLogic JRockit JOK recommended for better
runtime performance and management

O Other JOK

Ext Help Brevious Next

Select Optional Configuration
Select Administration Server and click Next
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© @ Fusion Middleware Configuration Wizard

Select Optional Configuration
ORACLE’

W Administration Server

Configure the Administration Server

Please click on SSL Enabled check box and enter the following information:
Name:AdminServer

Listen address:A11 Local Addresses

Listen port:7001

SSL listen port: 7002

Fusion Middieware

Configure the Administration Server
ORACLE’

T Disgard Changes

]
“Uisten oddress: | AllLocal Addvesses ]
Ustenport: | 7001 ]
ssListenpot: | 7002 ]
SSLenabled: '™

[ex [ | [previous | [ e |

Configuration Summary
Review summary and click on Create.

© © Fusion Middleware Configuration Wizard

Configuration Summary

ORACLE"
Domain Summary Click on an item in the Domain Summary pane on the left to inopect its
—————— stiributes in the Details pane below. You can make limited adjustments by
Deployment v chcking Previous to return to a prior panel. If everything is satisfactory.
click Create.
|- base_domain Umome/mark/Oracleniddiewares]
5 3 server o
() adminserver Atribute  Value
Name Basic WebLogic Server Domain
Description Create a basic WebLogic Server domain without installing san
Author Oracle Corporation
Location 10

Ext Help Brevious | | Create

Uncheck Sstart Admin Server and Click Done
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Progress:

:
g

Once you see the 100% progress then click Done. Additionally you may selectstart
Admin Serverwhich will immediately start the server. Or you may run the following
command to start the server:

4) Edit startWebLogic.cmd and stopWebLogic.cmd for automatic startup/shutdown

Edit startWebLogic.cmd

(C:\oracle\middleware\user projects\domains\atfm domain\bin\startWebL
ogic.cmd) and add the following variables for automatic startup of the WebLogic domain
without being prompted for username and password.

set WLS USER=weblogic
set WLS PW=*****x*x*xx%

Example:

set SAVE CLASSPATH=

set WLS USER=weblogic
set WLS PW=w3blogic

if "SPRODUCTION_MODE%"=="true" (
set WLS DISPLAY MODE=Production
) else (

set WLS_DISPLAY MODE=Development
)

Edit stopWeblLogic.cmd

(C:\oracle\middleware\user projects\domains\atfm domain\bin\stopWebLo
gic.cmd) and add the following variables for automatic shutdown of the WebLogic domain
without being prompted for username and password.

set WLS USER=weblogic

set WLS PW=*****x*x*xx*
set wlsUserID=weblogic
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set wlsPassword=****xx*x#*%
set userID=weblogic
set password=*****x**

? AppTree Main 888.680.8240
. A |

Example:

SETLOCAL

set WLS USER=weblogic
set WLS PW=w3blogic

set wlsUserID=weblogic
set wlsPassword=w3blogic
set userID=weblogic

set password=w3blogic

if NOT "$1"=="" (
set wlsUserID=%1
set userID=username=wlsUserID,

5) Create Oracle Startup/Shutdown Scripts in C:\oracle\dba_tool\bin

Create directory C:\oracle\dba_tool

Create directory C:\oracle\dba_tool\bin

Create directory C:\oracle\dba_tool\bin\oracle_start
Create directory C:\oracle\dba_tool\bin\oracle_stop
Create directory C:\oracle\dba_tool\logs

Create shortcut of
C:\oracle\middleware\user projects\domains\atfm domain\bin\startWebL

ogic.cmdin C:\oracle\dba_tool\bin\oracle_start asstart atfm domain

—— R s Bl start_csfm_domain Properties [¥]
. oracle_start
e r . — . .
P ) |1~ LocalDisk (C) ~ orade ~ dbatool ~ bin v 0 - | Secuty | Detals | Previous\ersions |
- General  Shortout I Options | Font | Layout | Colors
Organize v [n]Open  New Folder —
Ey J start_csfm_domain
- Favorites =il
P Desktop [&] oracle_start.bat Taigettype:  Application
Download: fi S
#§ Downloads Target location: system32
1% Recent Places
Target: [eSystemRooteisystem32icmd exe AT Aorackeh
G Lbraries
| Documents Start in: IE' _projectsid
[ Musi
& Music Shortcut key:  [Nore
&) Pictures
8 videos Rurn: | Nomal window |
. Comment: IE: i _projectsid f
M Computer |
Open File Location | Change Icon... Advanced... |

€ etk | ——

l { l E start_csfm_domain Date modified: 10{11/2012 5:01
u Shortcut: Size: 2.89 KB
TIZIZZ00Z T:40 A Date created: 12/10/20012 12:37 A

= 6,79 MB

OK I Cancel Apply.
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Create shortcut
ofC:\oracle\middleware\user projects\domains\atfm domain\bin\stopWebL
ogic.cmdin C:\oracle\dba_tool\bin\oracle_start as stop atfm domain

B stop_csfm_domain Properties ]
Compatibiity | Secuity | Details | PreviousVersions |
" General  Shottcut | Options | Font Layout | Colors
Organize v [a7]Open  New folder I l I I !
=l @] stop_csfm_domain
- Favorites
P Deskiop f
R Dowrioads Targettype:  Applcation
188 Recent Places Target location: system32
Target:
4 Libraries
JCETIn S Stattin: [E-Soracie\middemaretuser_projects\domainsicst
& Music
=] Pictures Shortcut key: |None
videos
B Rur: [Normal window =l
8 Computer _ Comment: C-\oracle\middleware\user_projects\domains\csf
e |l Open File Location | Change lcon... Advanced.. |
l 7| stop_csfm_domain Date modified: 10/11j2012 5:01 Al C
w Shorteut Size: 2.89 KB
4 1222012 T:30 AF Date created: TZ/10/201Z2 TZ:37 AN
e: 6.79MB
0k | cencel | e |

Create startup script C: \oracle\dba tool\bin\oracle start\oracle start.bat

echo "Starting Oracle Processes" > C:\oracle\dba tool\logs\oracle start.log
date /t >> C:\oracle\dba tool\logs\oracle start.log
time /t >> C:\oracle\dba_tool\logs\oracle start.log

echo "Starting WebLogic for atfm domain" >> C:\oracle\dba tool\logs\oracle start.log

start "WebLogic atfm domain"
C:\oracle\middleware\user projects\domains\atfm domain\bin\startWebLogic.cmd

echo "Completed Oracle Processes Startup" >> C:\oracle\dba tool\logs\oracle start.log
date /t >> C:\oracle\dba tool\logs\oracle start.log

time /t >> C:\oracle\dba_tool\logs\oracle start.log

exit
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Oracle WebLogic Server Domain Performance Tuning Considerations
1. Update setDomainEnv.cmd and restart atfm_domain

Edit
setDomainEnv.cmdC: \oracle\middleware\user projects\domains\atfm domain
\bin\setDomainEnv.cmd

From:
if "%$JAVA VENDOR%"=="Sun" (
set WLS_MEM ARGS_ 64BIT=-Xms256m -Xmx512m
set WLS_MEM ARGS 32BIT=-Xms256m -Xmx512m
) else (
set WLS_MEM ARGS 64BIT=-Xms512m -Xmx512m
set WLS_MEM ARGS 32BIT=-Xms512m -Xmx512m

To:
if "%$JAVA VENDOR%"=="Sun" (
set WLS_MEM ARGS_ 64BIT=-Xms1024m —-Xmx2048m
set WLS_MEM ARGS 32BIT=-Xms1024m —-Xmx2048m
) else (
set WLS_MEM ARGS_ 64BIT=-Xms1024m -Xmx2048m
set WLS_MEM ARGS 32BIT=-Xms1024m -Xmx2048m

From:
set MEM PERM SIZE 64BIT=-XX:PermSize=1024m
set MEM PERM SIZE 32BIT=-XX:PermSize=1024m

To:
set MEM PERM SIZE 64BIT=-XX:PermSize=2048m
set MEM PERM SIZE 32BIT=-XX:PermSize=2048m

From:
set MEM MAX PERM SIZE 64BIT=-XX:MaxPermSize=2048m
set MEM MAX PERM SIZE 32BIT=-XX:MaxPermSize=2048m

To:
set MEM MAX PERM SIZE 64BIT=-XX:MaxPermSize=4096m
set MEM MAX PERM SIZE 32BIT=-XX:MaxPermSize=4096m

Restart WebLogic Domain

C:\oracle\middleware\user projects\domains\atfm domain\bin\stopWebLogic.cmd
C:\oracle\middleware\user projects\domains\atfm domain\bin\startWebLogic.cmd

2. Desktop Heap Tuning (Requires Server Reboot)

Click on start2>Run2>regedit
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= Type the name of a program, folder, document, or
U | T e, et N el T 8 a1 et

i IR |
OK I Cancel I Browse... I

RistanD sl o il ash M la

Find the following entry:
HKEY LOCAL MACHINE\System\CurrentControlSet\Control\Session
Manager\SubSystems\Windows

¢’ Registry Editor =10 x|
File Edit View Favorites Help

D Environment ;I Name ] Type { Data

{1 Executive E"](Default) REG_SZ (value not set)

{1 FileRenameOperations [aB)pebug  REG_EXPAND_SZ

(2 kernel Kmode REG_EXPAND_SZ %SystemRoot%\system32\win32k.sys

{3 KnownDLLs [ab)optional REG_MULTI_SZ Posix
(0 Memory Management @Posix REG_EXPAND_SZ %SystemRoot%\system32ipsxss.exe

3 Pover [ab]required REG_MULTI_Sz Debug Windows

o g EEESystems REG_EXPAND_SZ “%SystemRoot%\system32csrss.exe ObjectDirectory=\Wi

{2 CsRss
- wPa
D Setup
-] stillmage
[+ D SystemResources
-] Terminal Server
(1 TimeZoneInformation
{1 Update J
-] UsbFlags
-] Video >l | >
4

My Computer\HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSetiControl\Session ManageriSubSystems

‘Windows

Change:

%Sys%emRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1024,20480,768
Windows=0n SubSystemType=Windows ServerDll=basesrv,l
ServerDll=winsrv:UserServerDllInitialization, 3
ServerDll=winsrv:ConServerDllInitialization,2 ServerDll=sxssrv,4 ProfileControl=0ff
MaxRequestThreads=16

To:

$SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1536,20480,5120
Windows=0n SubSystemType=Windows ServerDll=basesrv,l
ServerDll=winsrv:UserServerDllInitialization, 3
ServerDll=winsrv:ConServerDllInitialization,2 ServerDll=sxssrv,4 ProfileControl=0ff
MaxRequestThreads=16

3. Add/Increase Admin Server Server Start parameter and restart atfm_domain
Login to atfm_domain Admin Console

http://SERVERNAME:7001/console
weblogic/<PASSWORD>

Go to the Server Start Tab and add the following Argument in the Arguments section. Click
on Save and Activate Changes then try to start the Managed Server

Example Values:
-XX:MaxPermSize=512m
-XX:MaxPermSize=1024m
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Configuration button to allow otherstoedt the |  Settings for ManagedServerl
domain,
G iER Configuration  Protocols ~ Loggng  Debug  Montoring  Control  Deployments  Services  Seaxy  Notes

Releaze Configuraton |mums«mm;s&mmmw~¢mw¥mwmm

[save)
Domain Structure
ml Node Manager is a Weblogic Server utiity that you can use to start, suspend, shut down, and servers al conditions. Use this page to
configure the startup settings that Nods Manager will use to start this server on a remote machine,
Wiyl Hosts 45 Java Home: The Java home directory (path on the machine rurving Nods
Migratable Targets Manager) to use when starting this server.  More Info...
Machines
| Work Managers ] Java Vendor: The Java Yendor vakue to use when starting this server For
' Seartup & Shrdomn Classes. oxample, BEA, Sun, HP etc  More Info...
<]
§-Services of] DEA Home: The BEA horme drectory (path ce the machine r Hode
Securky Reskrs Manager) to use when starting this server. More Info...
- Interoperabiity
A S g root The dvectory that this server Uses as ks root drectory, This
- Directory: dractory must be on the corrater that hosts the Node Manager
How do L., C] If you do rck specfy a Root Directory vahus, the domain drectory

& used by defaukt,  More Info..,
o Configure startup arguments for Managed
Servers of] Class Path: The classpath (path on the machine running Node Manager) to
+ Start Managed Servers from the ] Use vehen starting this server.  More Info...
Adiristration Console

o Shut down a server Instance

System Status 8 _]
Heakh of Running Servers

| Faled (0)

| Creical (0)

[ Overloaded (0)
[ Warring (0)

The arguments to use when starting this server.  More Info...

Restart WebLogic Domain:

C:\oracle\middleware\user projects\domains\atfm domain\bin\stopWebLogic.cmd
C:\oracle\middleware\user projects\domains\atfm domain\bin\startWebLogic.cmd
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Oracle WebLogic Server JDBC/Connection Pooling Configuration
1. Login to Domain Admin Console

http://SERVERNAME:8001/console
weblogic/PASSWORD

2. Click on Services > Data Sources and click on Lock & Edit
3. Select New &> Generic Data Source

Name: atfmht
Database Type: Oracle

Create a New JDBC Data Source
Back | | Next [ Finish ‘ Cancel

JOBC Data Source Properties
The following properties will be used to identify your new JDBC data source.
* Indic s

What would you ke to name your news JDBC data source?

45" Name: attmht
What INDI nama would you like o assign to your new JDBC Data Source?

4501 Name:

=

What database type would you like to select?

Database Type: Er— |

Back | | Next [—m:n ‘Cznce\

Database Driver: *Oracle’s Driver (Thin) for Service connections; Versions:9.0.1 and later

Create a New JDBC Data Source

Back | | Next

Finish ‘ Cancel

JDBC Data Source Properties

The following propetties will be used to identify your new JDBC data source.
Database Type: Oracle

What database driver would you like to use to create database connections? Note: * indicates that the driver is explicitly supported by Oracle WebLogic Server,

Database Driver: |’0racle's Driver (Thin) for Service connections; Versions:9.0.1 and later ;|
Back | | Next | | Finish ‘ Cancel

Transaction Options: Leave the following checked.
Supports Global Transactions
One-Phase Commit
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7 Supports Global Transactions

of Emulte T Phise ot

€ Logging Last Resource

condiios.

 Emolate Tuo-Phase Commit

s ca paridpate i the loba ransacin.

Connection Properties

Database Name: htst.fmc.sc.edu
Hostname: sage2.fmc.sc.edu
Port: 1521

Database User Name: ecfssm
Password: fssadj011

Create a New JDBC Data Source
Back | | Next | Finish ‘ Cancel

Connection Properties

What i the name of the database you would ike to connect to?

Database Name: Ftst.fme sc edu

What is the name or IP address of the database server?

= sage2.fmc.sc.edu

What is the port on the database server used to connect to the database?

Port: 1521

What database account user name do you want to use to create database connections?

Database User Name: s

What is the database account password to use to create database connections?

Basword seessccssscessces

Confirm Password:

Back | | Next |nm;n ‘C:nce\

Click on test Configuration
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T Trome sSummary 0f 10BC Data Sources T ST ST T T e
Messages

¥ Connection test succeeded.

Create a New JDBC Data Source

Test Configuration | | Back | | Next lFinish Cancel

Test Database Connection
Test the database availabilty and the connection propertes you provided.

What i the full package name of JDBC driver class used to create database connections in the connection pool?

Driver Class Name: oracle jdbe OracleDriver

What is the URL of the database to connect to? The Farmat of the URL waries by JDBC driver.

URL: idbc:oracle:thin: @sage2.ff

What database account user name do you want to use to create database connections?
Database User Name:

ecfssm

What is the database account password to use to create database connections?

Password:

Confirm Password:

WWhat are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=ectssm =l

Select Targets
AdminServer

Connection Pool Configuration

Click on Services = Data Sources = Click on atfmht and click on the Connection Pool tab

Initial Capacity: 5
Maximum Capacity: 15
Minimum Capacity: 1
Statement Cache Size: 10

Initial Capacity:

5 of physical ating the connection pool in
ce. IF unal ections, creation of the
wil Fal. - More Tnfo...

Maximum Capacity: 15 Th nber of physical connections that this connection pool can

ml
More Info...

Minimum Capacity: ber of physical connections that this connection ool can contain

&5] statement Cache Type: LRU ~

maintaining the prepared statements stored in the
More Info...

Statement Cache Size:

er of prepared and callable statements stored in the cache, (This may

inen er performance)  More Info.

@ Advancad

Advanced

Test Connection On Reserve: Checked

Test Frequency: 120

Test Table Name: SQL SELECT 1 FROM DUAL
Seconds to Trust an Idle Pool Connection: 10
Shrink Frequency: 900

Connection Creation Retry Frequency: 60

Login Delay: 0

Inactive Connection Timeout: 30

Maximum Waiting for Connection: 2147483647
Connection Reserve Timeout: -1
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Statement Timeout: 300

Ignore In-Use Connection: Checked

Pinned-To-Thread: Unchecked

|
1
Main 888.680.8240 |
1
i
1
:

Remove Infected Connections Enabled: Checked

Wrap Data Types: Checked

& Advanced

[¥ Test Connections On Reserve

Test Frequency: 120

Test Table Name:
$QL SELECT 1 FROM DUAL =]

Seconds to Trust an Idle Pool Connection: |4

Shrink Frequency: 300
&) Init SQL:

=
Connection Creation Retry Frequency: &0

&5 Login Dela; 0

Inactive Connection Timeout: 30

Inactive Connection Timeout: 0
Maximum Waiting for Connection: 2147483647
Connection Reserve Timeout: 10

&F] Statement Timeout: 300

¥ &5 Ignore In-Use Connections

I~ &5 Pinned-To-Thread

¥ &5] Remove Infected Connections Enabled

¥ G| wrap Data Types

&5 Fatal Error Codes:

4] Connection Labeling Callback:

Connection Harvest Max Count: 1

Connection Harvest Trigger Count: Bl

Enables Wablagic Serverto est 3 connecton befoe gving it 0 a clent. Reauies
that you specify  Test Table Name)  More Info

The number of seconds a WebLogic Server instance waits between attempts
when testing unused connections. (Requires that you specify 3 Test Table Name.)
Connections that Fail the test are closed and reopened to re-establish 3 valid
physical connection, IF the test Fails again, the connection is closed.  More Info...

The name of the database table to use when testing physical database
connections. This name is required when you specify 3 Test Frequency and
enable Test Reserved Connections.  More Info...

The number of seconds within a connection use that WebLogic Server trusts that
the connection is stil viable and will skip the connection test, sither before
delivering it to an application or during the periodic connection testing

process.  More Info

The number of seconds to wait before shrinking a connection pool that has
incrementally increased to meet demand.  More Info...

SQL statement to execute that willinitialize newly created physical database
connections. Start the statement with SQL Followed by a space. More In

The number of seconds between attempts to establish connections to the
database. More Ini

The number of seconds to delay befors creating each physical database
connection. This delay supports database servers that cannat handle muliple
connection requests in rapid succession. More Info...

The number of inactive seconds on a reserved connection before WebLogic Server
reclaims the connection and releases it back into the connection pool. More
Info...

The number of inactive seconds on a reserved connection before Weblogic Server
reclaims the connection and releases it back into the connection pool. More
Info...

The maximum number of connection requests that can concumently block threads
while waiting to reserve a connection from the data source's connection
pool. More Info...

The number of seconds after which a call to reserve a connection from the
connection pool will timeout, More Inf

The time after which a statement curently being executed will time out. More
Info...

Enables the data source to be shutdown even if connections obtained from the
pool are stil in use. More Info...

PinnedTaThread is an option that can improve performance by enabling execute
threads to keep a pooled database connection even after the application closes the
logical connection. More Inl

Specifies whether 3 connection will be removed from the connection pool after the
application uses the underlying vendor connection object. More Inf

By default, data type objects for Array, Blob, Clob, NClob, Ref, SQUIML, and
Struct, plus ParameterMetaData and ResultSetMetaData objects are wrapped
with 2 WebLogic wrapper. This allows For Features like debugging and connection
usage to be done by the server, More Info..,

Specifies a comma-separated list of error codes that are treated as Fatal emors.
These emors include deployment emors that cause a server to Fai to boot and
connection errors that prevent a connection from being put back in the connection
poal. More Info,

Specifies the class that is called to clean up a connection when it is harvested. The
class must implament oracle.ucp ConnectionHarvestingCallback. ~ More Info...

The marimur number of connections that may be harvested when the
connection harvesting occurs. The range of valid values i 1 to
MaxCapacity. More Info

Specifies the number of available connections (tigger value) used to determine
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GlassFish Server Open Source Install

GlassFish Server Download:
http://glassfish.java.net/

JDK Download:

http://www.oracle.com/technetwork/javal/javase/downloads/jdk6u37-downloads-1859587.html

1) Install Microsoft .NET Framework Version 2.0 Redistributable Package
NOTE: Required for Windows Service to be created correctly

64bit Download: http://www.microsoft.com/en-us/download/details.aspx?id=6523
File Name: NetFx64.exe

2) Download and install JDK 1.6.34 jdk-6u37-windows-x64.exe

http://www.oracle.com/technetwork/javal/javasebusiness/downloads/java-archive-downloads-javase6-419409.html

Run installer jdk-6u37-windows-x64.exe (NOTE: On Windows Server 2008, please make
sure you right-click and select Run as administrator)
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g webuti_10 Troubleshoot compatibility
=) wis1033_w [&J Scan with Microsoft Forefront Endpoint Protection. ..

[ wis1034_w [ Edit with Notepad-++

¥ Add to archive...
B wis1034_w. : "
B Add to "jdk-6u34-windows-x64.rar

Accept the License Agreement and click on Next

On the Java SE Development Kit 6 Update xx — Custom Setup screen, click
onChange. . .and enter a directory name without any spaces (ie.
C:\oracle\java\jdkl.6.0 34\) and click on Next.

18 Java(TM) SE Development Kit 6 Update Il (64-bit) - Custom Setup

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

P aahre DascriHons
Development Tools Java(TM) S(E Dcve)bm-ent Kit 6
Demos and Samples Wwﬂ:ﬂg' bit), 'M. Tlghis
Source Code vall require 300M8 on your hard
Public JRE drive.

Install to:

< Back Next > Cancel |

JDK will be installed and the following directories/files will be created.

_—
(€& | ~ Computer ~ Local Disk(C:) ~ oracle ~ java ~ jok1.6.0_34 +
Organize v  Includeinlibrary v  Sharewith v  New folder = v [l @
U Favorkes Name - Date modied | yme [ size | |
B Deskiop . bin 10/11/2012 4:45 AM  File folder
4 Downloads | include 10/11j20124:45 &M File folder
5] Recent Pl
&4 Recent Places ire 10/11/2012 4:45 AM  File folder
b 10/11/2012 4:45 AM  File folder
4 Libraries
S COPYRIGHT 7/19/20124:38 4M  File 4K8
[ Documents U
& Music | uicense 10/11{20124:45 AM  File 1k8
=] Pictures & READVE html 10/11/2012 4:45 AM  HTML Document 1xe
B videos £ register.html 10/11/2012 4:46 AM  HTML Document 68
_ & register_ja.html 10/11{2012 4:46 AM  HTML Document 7K8
1M Computer
& register_zh_CH.html 10/11/2012 4:46 AM  HTML Document 5Kk8
@ Network Bsrcap 7/19/20124:39 A WinRAR ZIP archive 19,265 K8
|| THIRDPARTYLICENSEREADME.txt 10/11/20124:45 AM  Text Document 169KB
J 12 items

On the Java Setup - Custom screen, click on Change. . . and enter a directory name without any
spaces (ie. C:\oracle\java\jre6\)
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Custom Setup A
A
@ Sun

Select the program features you wank installed

The Java(TM) SE Runtime Envirorenent with support for European languages wil be installed. Select
opona Features to nstal from the list below,

. Feature Description
Java( M) SE Runtime Envircament The Java(Ti) SE Runtime

th European

Additional Languages

Environment
- languagss. This e
&3 ~ | Addticnal Fork and Meda Suzport your hard drive.

Install to:

(o]

[ Cance! J | ext > ]

JRE will be installed and the following directories/files will be created.

9\ J ﬂ I Search jre6
Organize ¥  Includeinlibrary v  Sharewith v  New Folder EE 4
¢ Favorites MName “ Date modified | Type | Size
B Desktop bin 10{11{2012 4:46 AM  File folder
# Downloads iib 10/11/2012 4:46 &M File folder
i Recent Rlaces || copvRrIGHT 10/11/2012 4:46 &M File 4KB
5 Libraries | LIcense 10/11/2012 4:46 &M File 1kB
2 Documents | LICENSE bxt 10/11/2012 4:46 AM  Text Document 1kB
J Music | README.txt 10f11/2012 4:46 AM Text Document 1KB
&= Pictures || THIRDPARTYLICENSEREADME txt 10/11/2012 4:46 &M Text Document 169 KB
8 videos & welcome.html 10/11/2012 4:46 &AM HTML Document 1kB

1% Computer

3) Install GlassFish Server glassfish-3.1.2.2-windows-ml.exe
1. Launch command prompt

set TEMP=c:\temp

set TMP=c:\temp

set JAVA HOME=C:\Java\jdkl.6.0 37
set PATH=%JAVA_HOME%\bin; $PATHS

cd C:\downloads
glassfish-3.1.2.2-windows-ml.exe -j C:\Java\jdkl.6.0 37

:\Documents Settings\effcomp>set TEMP=c:\temp

:\Documents Settings\effcomp>set TMP=c:\temp

:\Documents Settings\effcomp>set JAUA_HOME=C:\Java\jdki.6.08_37
:\Documents Settings\effcomp>set PATH=xJAUA_HOMEz\bin;~ZPATHx

:\Documents and Settings\effcomp>
:\Documents and Settings\effcomp>cd C:\downloads

:\downloads>
:\downloads>ogs—3.1.2.2-windows—ml.exe —j C:\Java\jdk1i.6.8_37
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®

Installation Type

Installation Type
Install Directory

JDK Selection

Update Tool Choase Installation type

Ready To Install
® Typical Installation

Progress
Installs a GlassFish Server management domain; Ideal for develapment

Domain Info or non business critical use. Please make sure that the ports 4848 and

Config Resuits 8080 are free

Summary

© Custom Installation

stand alone instance or a cluster. This option is ideal for production
K
Javar

ORACLE

[Cozer ] [Cnext |

3. Installation Directory: C:\glassfish3

Oracle GlassFish Server J =] 3
<

Introduction
Installation Type
Install Directory

Install Directory

Update Tool
Ready To Install
Progress
Domain Info GlassFish Server will be installed into the specified directory. You may specify a

Config Results different directory or click the Browse to select a directory.

G Directory | =]

If the specified installation directory does not exist, the installer will create it for you

¢

Javar

ORACLE

[eack ][ next ]

4. Check Install Update Tool
Uncheck Enable Update Tool

Lo

Update Tool
Introduction
Installation Type
Install Directory
LR The Update Tool perfodically checks for GlassFish Server updates, enabling
Ready To Install ¥ou t0 stay up-to-date wth the latest builds

Progress
#/Install Update Tool
Domain Info

conng Resuts [ L e —
summany proxypor [

The Update Tool periodically checks for avaliatie updates and collects
some system data, For more informatin, see GlassFish Usage Metrics
Page, at htfps /Miks oracie.com/isplay/GiassF ish/UsageMeTicsV3.

Enable Update Tool

Java

ORACLE

[Coae ] [hewe ]

5. Clickon Install
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Ready To Install
Introduction

Installation Type

Config Resuts

Summary

6. Create GlassFish domain

Domain Name: atfm domain

Admin Port: 4848

Http Port: 8080

Username: admin

Password: *hkkkkkkkk kK

Create Operating System service for the domain: checked
Service Name: atfm domain Service

Start domain after creation: checked

[-1O[x]
Config Results
Domain info Executing command :C:\glassfishd\glassfishibin\asadmin.bat ~user admin
4848 --instanceport 8080
Ry ; I O
cstm_domain
--savelogin
-instanceport 8080
({ 3700:http.ssl.port=8181:0rb.ssl.port=3820:0rb.mutualauth.port=320

= lesfm_domain Using port 4848 for Admin,

Java Using port 8080 for HTTP Instance.
Using port 7676 for JMS. -

s

A new Windows Service should be created

p
“t--b M ERR @B =1 »
&y Services (Local) Name /. [ Description | Status Startup Type 4

| %y .NET Runtime Optimization Service v2.0.50727_.. Micrasoft ..., Started  Automatic
%% NET Runtime Optimization Service v2.0.50727_... Microsoft ... Started  Automatic
G Alerter Notifies sel... Disabled
“application Experience Lookup Service Processes... Started  Automatic
“application Layer Gateway Service Started  Manual

4 Application Management Manual

4 ASP.NET State Service Provides s... Manual

S automatic Updates Enablesth... Started  Automatic
“Background Inteligent Transfer Service Transfers ... Manual

S ClipBock Enables Cli... Disabled
S COM+ Event System Supports 5. Started  Automatic
S COM+ System Application Managest... Started  Manual

% Computer Browser Maintains a... Started  Automatic
4 Cryptographic Services Provides th... Started  Automatic
4 ted

“DCOM Server Process Launcher Providesla... Started  Automatic
SDHCP Client Registersa... Started  Automatic

B nickviby kad Fila Suckam Trtanvatac Manial .
4 | »

\ Extended ) Standard /
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http://localhost:8080/html/test.html

8. Manual Domain Startup/Shutdown
Manual domain startup
C:\glassfish3\glassfish\bin\asadmin.bat start-domain atfm domain
Manual domain shutdown

C:\glassfish3\glassfish\bin\asadmin.bat stop-domain atfm domain

GlassFish Server Performance Tuning Considerations
1. Increased Page File. Requires Server Reboot

From:2048~4096
To:4096~8192
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System Properties 2|x|
System Restore | Automatic Updates | Remote I
General | Computer Name | Hardware Advanced
’V Visual Effects Advanced I Data Execution Prevention |
x|

Drive [Yolume Label] Paging File Size {MB)
L]

1024 - 2048

rPaging file size for selected drive —————————————
Drive: C:

Space available: 13220 MB
% Custom size:

Initial size (MB): 4096
Maximur size (MB): | 5192] B

" System managed size

[~ Total paging file size for alldrives ——————————————— _I
Minimum allowed: 2MB
[ 2
Recommended: 4222 MB ur
Currently allocated: 1024 MB ill

oK Cancel ad

OK | Cancel | Apply |

2. Adjust http-thread-pool. http://localhost:4848
- Configuration - server-config > Thread Pools - http-thread-pool and thread-pool1

Max Thread Pool Size
From: 5
To: 200

Min Thread Pool Size

From: 2
To: 100

3. Adjust domain.xml jvm-options
C:\glassfish3\glassfish\domains\atfm_domain\config\domain.xmi
-Xms and -Xmx
The size of the heap is determined by the Java options -Xmx (maximum) and -Xms
(minimum). While a larger heap can contain more objects and reduce the frequency of
garbage collection, it may result in longer garbage collection times especially for a full
GC cycle. The optimum value for Xms and Xmx can be determined by the following
points
initial and maximum heap sizes are

Increase Initial heap size of 1/64th of the physical memory, up to 1GB.

(Note that the minimum initial heap size is 32MB, since a server-class machine is defined
to have at least 2GB of memory and 1/64th of 2GB is 32MB.)
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Increase Maximum heap size of 1/4th of the physical memory, up to 1GB.

From:
<jvm-options>-Xmx512m</jvm-options>
To:
<jvm-options>-Xmx1024m</jvm-options>

Add:
<jvm-options>-Xmsl1024m</jvm-options>

From:
<jvm-options>-XX:MaxPermSize=192m</jvm-options>

To:
<jvm-options>-XX:MaxPermSize=256m</jvm-options>

GlassFish Server JDBC/Connection Pooling Configuration
Integrate the JDBC Driver into GlassFish Server

To integrate the JDBC driver, you copy its JAR file into the domain and then restart the domain
and instances to make the driver available.
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1. On dashost.example.com, copy the JAR file for the JDBC driver into the domain's lib
subdirectory.

? AppTree Main 888.680.8240
. |

$ cd /home/gfuser/glassfish3

$ cp oracle-jdbc-drivers/ojdbc6.jar glassfish/domains/domainl/1lib
$ cp oracle-jdbc-drivers/ojdbc6.jar
glassfish/domains/domainl/lib/ext

UNIX

cd /u0l/glassfish3/oracle-jdbc-drivers

cp -p ojdbc6.jar /ul0l/glassfish3/glassfish/domains/domainl/
cp -p ojdbcé6.jar
/u0l/glassfish3/glassfish/domains/domainl/lib/ext/

WINDOWS

Copy C:\glassfish3\oracle-jdbc-drivers\ojdbc6.jar
To C:\glassfish3\glassfish\domains\csfm domain\lib

Copy C:\glassfish3\oracle-jdbc-drivers\ojdbc6.jar
To C:\glassfish3\glassfish\domains\csfm domain\lib\ext

2. Start the asadmin utility in multiple command mode (multimode).

cd /u0l/glassfish3/glassfish/bin
./asadmin

cd C:\glassfish3\glassfish\bin
asadmin

3. Restart the domain to make the JDBC driver available to the domain administration
server (DAS).

asadmin> restart-domain domainl

Successfully restarted the domain

Command restart-domain executed successfully
asadmin> restart-domain csfm_ domain
Successfully restarted the domain

Command restart-domain executed successfully

or alternatively

/u0l/glassfish3/glassfish/bin/asadmin stop-domain domainl
/u0l/glassfish3/glassfish/bin/asadmin start-domain domainl

4. Restart instances in the domain to make the JDBC driver available to them.

asadmin> list-instances
Command list-instances executed successfully.

If no instances are returned, skip the following commands
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asadmin> restart-instance pmd-il
Command restart-instance executed successfully.
asadmin> restart-instance pmd-il
Command restart-instance executed successfully.

pe1))

5. Create Connection Pool

6. In common task panel (left side of glass fish console) you'll find JDBC. Under JDBC you'll
find JDBC resource and JDBC connection Pool. Click on JDBC Connection pool.

http://<SERVERNAME>:4848/
admin/<PASSWORD>

Expand Resources - JDBC - JDBC Connection Pools and Click on New

=] 108C Connection Pools. 3 v B) - [ @ v Page~ Safety~ Toos~ @~
Hiori

User:

Oracle GlassFis|

ifecycle Modules JDBC Connection Pools
€8 Monitoring Data To store, organize, and retrieve data, most applications use relational databases. Java EE applications access relational databases through the JOBC
API. Before an application can access a database, it must get a connection.

» [& JDBC Resources Poo
& idbe/_TimerPool 87) (8 )  MNews] yelete

B jdbe/_default Pool Name + | Resource Type + | Classname + | Description
|

5 idbeatimd ™ DerbyPool javax sql.DataSource org.apache. derby.jdbc. ClientDataSource
O _TimerPool javax. ol XADataSource org.apache.derby.jdbc. Embedded¥ADataSource
(& DerbyPool 7 | jdbeatimd javax.sql DataSource oracle jdbe. pool.OracleDataSource
& _TimerPool
& idbcatimd
> ¢ Connectors
£ Resource Adapter Configs
> gt IMS Resaurces
JavaMail Sessions
> (3 DI
/2] Performance Tuner
v (g4 Configurations
> g default-conig
> [ sener-confiy
(@ Update Tool =

one T E T e o~ R -,

7. Enter the pool name, resource type and database vendor type then click next. Refer to
the screenshot.

Pool Name: jdbcatfmd

Resource Type: javax.sqgl.DataSource
Database Driver Vendor: Oracle
Click on Next
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|
1
Main 888.680.8240 |
1
i
1
:

- [ v page~ Sfety - Tods~ @~

Home I [ogout |Help

User: a Domain: csfm_domain = Server: n ¢

Oracle GlassFish™ Server Java

New JDBC Connection Pool (Step 1 of 2)

Identify the general settings for the connection pool.

& Lifecycle Modules
@] Monitoring Data
v [ Resources
> E JDBC
» [ JDBC Resources

* Indicates required field

General Settings

& idbe/_TimerPool Pool Name: * jdbeatfmd
& jdbe/_default Resource Type: [javax sql Datasource =]
jdbeatfmd Must be specified if the datasource class implements more than 1 of the interface.
[ || Database Driver Vendor: e
& DerbyPool
(& _TimerPool Select or enter a database driver vendor
(& idbeatfmd Introspect: I~ Enabled
> ¢ Connectors If enabled, data source or driver implementation class names will enable introspection
& Resource Adapter Configs
> gt JMS Resources
[ JavaMail Sessions
> (5 JNDI
/&) Performance Tuner
v (g4 Configurations
> (g default-config
> (g senver-config
@ Update Tool =l
Dene [T @ mtemet [~ [Rioow -

8. In this page, don't modify any fields in general setting except ping checkbox. In additional
property section, give the user name, password, and connection URL.

The default url for oracle 10g/11g is jdbc:oracle:thin:@localhost:1521:xe.

User: ecfssm

Password: fssadjoOl

URL: jdbc:oracle:thin:@ecs-imdbtest.cpfm.utexas.edu:1523:fmtrl2a
Sample 2: jdbc:oracle:thin:@ecs-imdbl.cpfm.utexas.edu:1521:fmsp

Click on Finish

%0 - B - [ @ v Page~ Safety - Tooks- @

[S) New IDBC Connection Pool (Step 2 of 2)

Home About Logout Help
User: admin  Domain: csfm_domain = Server: obiletest. austin.utexas.edu

Oracle GlassFish™ Server

s Lifecycle Modules
[Em| Monitoring Data
v [ Resources
> [ JoBC
» [ JDBC Resources

[ jdbe/_TimerPool
[ jdbe/_default
[ jdbcatfmd

Additional Properties (18)

Name + | Value
-I ecfssm
J

i ]
Password -Ifssadjm

Configurations

l. e " |ConnectionCacheName | | [
(& DerbyPool ™ |ONSConfiguration \ \ [
& _TimerPool " |DataSourceName \ OracleDataSource \ [
[ jdbeatfmd ™ ServerName ] | [
> ¢ Connectors I |DriverType | ‘ ‘
@ Resource Adapter Configs ™ [ExplicitCachingEnabled ‘ false ‘ [

> gt JMS Resources
gJavaMail Secsions ™ MaxStatements | i | [
> [y DI ™ SeniceName | | [
/&) Performance Tuner I [TNSEntryName ‘ ‘ ‘
™ |NetworkProtocal | tcp | [

\ \

> (@4 default-config " limplicitCachingEnabled false

> (@4 server-config I IURL -I:_@ecs-imdb!estvcpfm.uiexas.edu:1523:fm!r12all- - -

(@ Update Tool 4 | _’l—‘
Done [T (@ intemet [Far~T®io0%
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connection pool.

[ Edit 1DBC Connection Pool 0 v B) - (0o v Page- Safety~ Took~ @~

Homa | [ABaut [ogout el

User: admin  Domain: csfm_domain ~ Server: fsmobiletest. austin.utexas.edu
Oracle GlassFish™ Server

e -
) Lifecycle Modules ' General ' Advanced [ Additional Properties | i—
@ Monitoring Data @ Fing Succesded

v [ Resources ( >
> 8 /psc Edit JDBC Connection Pool

» [ JDBC Resources

- Modify an existing JDBC-eanection pool. A JDBC connection poal is a group of reusable connections for a particular database
8 jdbel_TimerPoo Load Defautts| "

(& idbc/_default * Indicates required field

& idbcatimd )
v [ JDBC Connection Paols Censrasettings
& DetbyPool Pool Name: jdbcatiing

Resource Type: javax.sql.DataSource [

Must be specified if the datasource class implements more than 1 of the interface.

)
& Resource Adapter Canfigs
> g JMS Resources
1 JavaMail Sessions

> (3 INDI
/2] Performance Tuner Ping: [ Enahled
When enabled, the poal is pinged during creation or reconfiguration to identify and warn of any eraneous values for its
v (g4 Configurations e
> g4 default-config
> (g4 sener-config
(& Update Tool =lal |
Done [T [ (@ mkernet [a~ "% -~

Datasource Classname: [oracle,jdbe. pool.OracleDataSource
Vendor-specific classname that implements the DataSource andfor XADataSource APls

Driver Classname:
Vendor-specific classname that implements the java.sql. Driver interface.

Description:

9. Connection Pool Tuning
General

Pool Settings

Initial and Minimum Pool Size: 10 Connections
Maximum Pool Size: 50 Connections

Pool Resize Quantity: 2 Connections

Idle Timeout: 300 Seconds

Max Wait Time: 60000 Milliseconds

[=] Edit J0BC Connection Pool 0 - B) - 0 em - Page - Safety - Tooks- @~

Home _About..

User: admin  Domal _domain = Server: fsmobiletest. austin.utexas.edu

Oracle GlassFish™ Server
[ Applications = -
s Lifecycle Modules Pool Settings

[Em) Monitoring Data

v [§ Resources Initial and Minimum Pool Size: |g Connections

Minimurm and initial number of connections maintained in the pool

> [ JDBC
> JDBC Resources Maximum Pool Size: 32 Connections
& dbe/_TimerPool Maxirmum number of connections that can be created to satisfy client requests
& jdbe/_default Pool Resize Quantity: 27 ] Connections
[ jdbeatfmd Number of connections to be removed when pool idle timeout expires
v [ JOBC Connection Pools Idle Timeout: 30 | Seconds
E DerbyPool Maximum time that connection can remain idle in the pool

TimerPool

Max Wait Time: 600000 Milliseconds
Amount of time caller waits before connection timeout is sent

> 3 Connectors
& Resource Adapter Configs Transaction

> gf JMS Resources
[ JavaMail Sessions

> [ JNDI

&) Performance Tuner

Configurations
Isolation Level:
* (@4 default-config ¥ Guaranteed
All connections use same isolation level; requires Transaction Isolation

* (@4 server-config =
@El*hr

(3 Update Tool

Non Transactional Connections: [~ Enabled

Retums non-transactional connections
Transaction Isolation: v

If unspecified, use default level for JOBC Driver

R}

[T (@ ntemet [Fa~ %% ~
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Advanced

Statement Timeout: 600 (10 minutes)
Statement Cache Size: 10

&) Edit IDBC Connection Pool Advanced Attributes ) - B) - [0 fh - Page~ Safety~ Took~ @~

Home~ “Ab Cogout  'Help
User: admin Domain: csfm_domain Server: fsmobiletest. austin.utexas.e

Oracle GlassFish™ Server
&

L] Applications

‘ Genelalq Advam:ed) Additional Properties

«2s Lifecycle Modules
Monitoring Data N R B
v @ Resources Edit JDBC Connection Pool Advanced Attributes

> & JDBC Madify an existing JOBC connection pool. A JDBC connection pool is a group of reusable connections for a particular database.
[ idbe/_TimerPool
[ Jdbe/_default Pool Name: Jjdbeatfmd =
[ dbeatfind Statement Timeout: 500 Seconds

v [ JDBC Connection Pools Timeout property of a connection to enable termination of abnormally long running queries. -1 implies that it is not

5 DerbyPool enabled
merPool Statement Cache Size: [1g
Caching is enabled when set to a positive non-zero value (for example, 10)

> & Connectors Init SQL:
& Resource Adapter Configs Specify a SGL string to be executed whenever a connection is created from the pool
> gt JMS Resources SQL Trace Listeners:
JavaMail Sessions Comma-separated list of classes that implement the org.glassfish.api jdbc. SQLTraceListener interface
> [ JND! Wrap JDBC Objects:  [v Enabled
/Z] Performance Tuner When set to true, application will get wrapped jdbc objects for Statement, PreparedStatement, CallableStatement,
v [ Configurations ResultSet, DatabaseMetaData
> [ default-config Pooling: [ Enabled
> [ senver-config When set to false, disables connection pooling for the pool
@ Update Tool el | >

Connection Settings

Validate At Most Once: 60 Seconds
Connection Leak Timeout: 60 Seconds
Connection Leak Reclaim: Checked
Statement Leak Timeout: 60 Seconds
Statement Leak Reclaim: Checked
Creation Retry Attempts: 5

Retry Interval: 10 Seconds

Connection Settings g
Validate At Most Once: B0 Seconds
Specifies the time interval in seconds between successive requests to validate a connection at most once
Default value is 0, which means the attribute is not enabled
Connection Leak Timeout: g Seconds
0 implies no connection leak detection
Connection Leak Reclaim: [
If enabled, leaked connection will be reclaimed by the pool after connection leak timeout occurs
Statement Leak Timeout: 60| Seconds
0 implies no statement leak detection
Statement Leak Reclaim: 2
If enabled, leaked statement will be reclaimed by the pool after statement leak timeout occurs
Creation Retry Attempts: 5 | |
Nurmber of attempts to create a new connection. O implies no retries
Retry Interval: 10 Seconds
Time interval between retries while attempting to create a connection. Effective when Creation Retry Attempts is
greater than 0
Lazy Association: [~ Enabled
Connections are lazily associated when an operation is performed on them
Lazy Connection Enlistment: [~ Enabled
Enlist a resource to the transaction only when it is actually used in a method 3
ot L

10. Make Connection Validation is set to Required. You will get the following error if the
customer has a nightly cold backup or database has been restarted for any reason.
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9

database restart, the stale connection is provided to the user which results in the error.

Connection Validation: Required (Checked)
Validation Method: table
Table Name: dual

NOTE: The error can also be cleared by clicking on Flush on the general page of the
JDBC Connection Pool

PRISIES]
G-I 5B | [ s s stoncvne. | < et o comecaonrosn.. x |11 e

s Slmec SlR Elecaustsves S)am1 51852 @ Cishery Gbhan3s S]mDscbe 5ok N SIUSCARVEN 2 Hemysspoce & e 5 Remsearch £ ]RoMReports

Home "About. Logout' "Help
User: admin  Domain: atfm_domain ~Server: localhost
GlassFish™ Server Open Source Edition
&

Be . Enlist a resource to the transaction only when it s actually used in 3 method
ke
ommon Tasks | Associate with Thread: [ Enabled A
@ Domain When the same thread is in need of a connection, it can reuse the connection aready associated with that thread
[E server (Admin Server) Match Connections: [ Enabled
8 Clusters Tums connection matching for the pool on or off
[J Standalone Instances Max Connection Usage : g
> @ Nodes Conn reused by the poo fo the specified number of times, afer w vill b closed. 0 implies the
> [ Applications
& Lifecycle Modules Connection Validation
Monitoring Dat
@ Monioring Data Connection Validation: Required
v @ Resources Validate connections, allow server to reconnect in case of failure
v [ Jose Validation Method:
» [ JOBC Resources table
v [ JDBC Connection Pools Table Name: o[+~ Populate Table Names
8 DerbyPool @© dual
[ _TimerPool Iftable validation is selected, select or enter the table name.
(=] Validation Class Name: o[¥
& idbcatfmp
> @ Connectors If custom-validation is selected, specify validation classname.
6 Resource Adapter Configs On Any Failure: [ Close All Connections
> gt JMS Resources Close all connections and recor
JavalMail Sessions Allow Non Component Callers: (] Enabled
> (3 INDI Enable the pool to be used by
v (g Configurations o 5
> 4 defauconia =
< > < >

w100% - /|

Failed Data Retrieval

There was an error retrieving your
data.
Reason: ERROR : No more data to
read from socket

Try Again

S ——
Email

OK

Explanation

Connection Pool manages a pool of connections and serves the user requests quickly as creating a
new connection for each user request will take longer time. Since the connections are pooled, it is
possible that a connection may become invalid or stale, i.e., database server may set the
connection state to closed because of network failure or database might have been restarted. In
such scenario, if the application retrieves a connection from connection pool, failure will occur
indicating that the connection is no longer valid.

To circumvent stale connections issue, connection pool property "is-connection-validation-required"

can be set to true. This flag indicates the connection pool to validate the connection for every
request by the application. Validating a connection ensures that the connection is in healthy state. If
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valid connection. [Pool will either return the next valid connection or create a new connection]. Thus
validation ensures that every getConnection() request by the application will be served by a valid
connection.

11. Create a JNDI look up name

http://SERVERNAME:4848/
admin/PASSWORD

Expand Resources -->JDBC -->JDBC Resources and Click on New
Create JNDI look up name and click on pool name which you created.
Click on OK

JNDI Name: jdbcatfmd
Pool Name: jdbcatfmd

New JDBC Resource Cancel

S

cify a unique JNDI name that identifies the JDBC resource you want to create. The name must contain only alphanumeric, underscore, dash, or dot
ers

JNDI Name: * jgbcatimd

Pool Name: atfmd ;]

Use the JDBC Connection Pools page to create new pools
Description:
Status: v Enabled

http://docs.oracle.com/cd/E19879-01/820-4335/geveg/index.html
http://alexandru-ersenie.com/2011/03/01/glassfish-jdbc-connection-validation-explained/
http://pe-kay.blogspot.tw/2011/10/using-glassfish-monitoring-and-finding.html
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Publish Static Content to WebLogic

Most people know WebLogic has a built in web server. Typically this is not an issue as you
deploy java applications and WebLogic publishes to the web. But what if you just want to display
a simple static HTML page. In WebLogic you can develop a simple web application to display
static HTML content.

In this example | used WLS 10.3.3. | want to display 2 files, an HTML file, and an xsd for
reference.

1. Create a directory of your choice, this is what | will call the document root.

Unix:
mkdir /home/oracle/html

Windows:
create C:\CSFMobile\html

2. Download the war file from http://my.apptreeesoftware.com/atf/doc_root.zip. This file
creates a simple web app to expose the files.

3. In the war file you will see a directory WEB-INF, inside there you will see 2 files, web.xml,
and weblogic.xml. There is no need to edit these files but if you want to change the
context or the directory edit the weblogic.xml file to match your environment.

Unix
<!DOCTYPE weblogic-web-app PUBLIC "-//BEA Systems, Inc.//DTD Web
Application 8.1//EN"
"http://www.bea.com/servers/wls810/dtd/weblogic-web-jar.dtd">
<weblogic-web-app>
<container-descriptor>
<index-directory-enabled>true</index-directory-enabled>
</container-descriptor>
<virtual-directory-mapping>
<local-path>/home/oracle/html</local-path>
<url-pattern>*</url-pattern>

</virtual-directory-mapping>

<context-root>/html</context-root>
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</weblogic-web-app>

Windows

<!DOCTYPE weblogic-web-app PUBLIC "-//BEA Systems, Inc.//DTD Web
Application 8.1//EN"
"http://www.bea.com/servers/wls810/dtd/weblogic-web-jar.dtd">

<weblogic-web-app>

<container-descriptor>
<index-directory-enabled>true</index-directory-enabled>
</container-descriptor>

<virtual-directory-mapping>
<local-path>C:/CSFMobile/html</local-path>
<url-pattern>*</url-pattern>
</virtual-directory-mapping>
<context-root>/html</context-root>
</weblogic-web-app>

4. After you've updated your weblogic.xml, repackage your WEB-INF folder using jar or
compression utility such as winrar or 7zip. Make sure the packaged file has .war

extension such as html.war.

NOTE: If using WinRAR, make sure Archive Format is zip and not rar.
If the war file is not recognized, use “jar” instead.

set JAVA_HOME=D:\oracle\java\jdk17021
set PATH=%JAVA_HOME%\bin;%PATH%

cd D:\APPTMobile\

jar -cvf html.war WEB-INF

D:\APPTMobile

e\.‘.}v ‘ ~ Computer v New Yolume (D:) ~ APPTMobile ~ v l‘al I Search £

File Edit VYiew Tools Help

Organize ¥ o Open Includeinlibrary v  Sharewith v  New folder

¢ Favorites MName ~ | Date modified l Ty
B Desktop html 1/30/2013 11:08 PM Fil
ot B viee-nF e
=] Recent Places . .
o Open in new window
Pt Share with >
- Libraries X X
— Restore previous versions
<| Documents e
Include in library »
& Music B Add to archive...
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rchive name and parameters

General lAdvanced' Options | Files | Backup | Time | Comment |

Archive name Brow:
| htmi}rar j
Update mode
Profiles... IAdd and replace files LI
Archive format —————— Archiving options
* RAR ™ Delete files after archiving
O zip [~ Create SFX archive

I” Create solid archive
I~ Put authenticity verification
I Put recovery record

Compression method

Normal [\ I

5. Login to the WebLogic console to deploy application
http://SERVER:8001/console

6. Click on Deployments
7. Click on Lock & Edit
8. Click Install and upload the war file downloaded in step 2

> Install Application Assistant - csfm_domai

'WLS Console - Windows Internet Explorer

)% B} e hocabost 701 rsoleonae st

AgpicatininsiaFage S (&[4l x][" sng o
o Favortes |5 SuggestedStes > £ Getmore Add-ons *

| @t .. x | @t ics...| @stimmetc.. | @rbisianeco. | @hepiinsousis... | @cicsasepe.. | | B~ B) - 2 - page~ sty Tods
ORACLE WebLogic Server® Administration Console =
Change Center @ Hore Log out Preferences (& Record Help Q Welcome, weblogic | Connected to: csfm_domain
e i bin 5.y of eyt i Sy o Doyt 4ok Sy of Doyt ik Sty o Dsloyrits i >Summary of
Depiopment
Pending changes exist. They must be activated
totake effect. Install Application Assistant
o st s ] e | o
Lo A Cranges
ploy
Domain Structure archive fie, or You
T | cando enterthe path o the plcation drectoryorFe inth Path ek
& Epvronnen: Note: oy Fyoucamot i yur o o
deployment descriptors.

Path:

Recently Used Paths:  C:\CFoblelhtnl
CHCSFMoblel it

CicsFobile
Current Location: locshost | C; | CsFHabile \ bt
Stertup and Shutdown Classes —
Deployments @ @ htmlwar
-services
Sectrty Reals. Bl | maer] (et | Frieh] | Lcancet

How do L. a8 ‘

9. Leave default "Install this deployment as an application" and click Next

Install Application Assistant
Beock | [Next ‘F\mm |Cencel

Choose targeting style
Targets are the servers, clusters, and virtual hosts on which this deployment wil run, There are several ways you can target an application.

@ Install this deployment as an application

The application d to the same locations. This i the most

€ Installthis deployment as alibrary

‘Applcation ibraries are deployments that are avaiable for other deployments to share. Libraries should be available on all of the targets runring thei referencing
applications,

Back | |Next ‘F\m?v |Cencel
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Install Application Assistant
Bock| |Next| |Fnsh | || Cancel
Optional Settings
ou can modfy these settings or accept the defaults
General

What do you want to name this deployment?

Name: html
Security

What ¥ to use with this applicat

@ only roles and polici i descript

‘onsole; use policies that are defined in the

o
deployment descriptor.

o : Use only roles and policies that are defined in the Administration Console.

© Advanced: Use you g page.
Source accessibility

How should the source files be made accessible?
@ Use the defaults defined by the deployment's targets
Recommended selection.

 Copy this application onto every target for me

the managed application is targeted.

© Lwill make the deployment accessible from the following location

Location: C:ACSFMobilethtmbhtml. war

11. Accept the defaults and click Finish

Install Application Assistant
Back = Mext | Finish | Cancel

Review your choices and click Finish
Click Finish to complete the deployment. This may take a few moments to complete.
Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration after completing this assistant?
' Yes, take me to the deployment's configuration screen.

" No, I will review the configuration later.

Summary
Deployment: C:ACSFMobile\htmlihtml. war
Name: htrl
Staging mode: Use the defaults defined by the chosen targets
Security Model: DDOnly: Use only roles and policies that are defined in the deployment descriptors.

Target Summary

Components & Targets

html AdminServer

Back = Mext |
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Deployment completes successfully, now click the Activate Changes
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ORACLE WebLogic Server® Administration Console

Change Center @ Home LogOut Preferences [&] Record Help ‘ Q Welcome, wehlngic‘(nmected to: csfm_domain
s Hore »Summary of Deployments »html »Summary of Deployments >doc_raot »Summary of Deployments >him >Summary of Deployments =html =Summary of Deployments >html
Pending changes exist. They must be activated | Settings for html
to take effect

Overview  Deployment Plan | Corfiguration | Security | Targets | Control | Testing = Monitoring | Notes

Undo All Changes

Domain Structure

Save

Use this page to view the installed configuration of a Web Application.

csfm_domain -
Environment
s Name: himl The name of this application deployment. ~ More Info...
“Clusters
~yirtusl Hosts Context Root: Ihtenl The specific path at which this web application is found by &
Migratable Targets Enld (i
~-Coherence Servers
T Path: i\, C5FMobile} htmh html, war The path to the source of the deployable unit on the Administration
~Machines Server. More Info
~Work Managers
—Startup and Shutdown Classes Deployment Plan: (no plan specified) yment plan document on Administration
~Deployments -
Services N 3
e NP -] stagingMode: (not speciied) The mode that specifies whether an appiication's files are copied
from a source on the Administration Server to the Managed
et =) Server's staging area during application preparation. More Info...
+ Deploy Web applications Security Model: oDonly The security model specifies how this deployment should be H
secured,  More Info.
« Configure Web applications
« Create a deployment plan 5] Deployment Order: 100 An integer value that indicates when this unit is deployed, relative:
o Test the deployment to ather deployable urits on a server, during startup.  More.
Info...
« Monitor Web applications and servists
& Principal Name: A string value that indicates what principal should be used when
e a deploying the file or archive during startup and shutdown. This
¥ u prncol il be used o set th curent sub]ecr when caling out into
Health of Running S applic e fo es such a ifecycleListener.
feakh of Running Servers 0 e e she onomimous e i
[ E— ) be used. More Info.
Critical (0) Com [

13. You should now see the application started in the deployments. Select the application
and click Start > Servicing all requests

Deployments
Install| |Update | |Delete | || Startv| |Stopw| Showing 1 to 2 0f 2 Previous | Next
I~ | Name & State Health Type Deployment Order
7 | @ (GCsF Mobile Web Services Active Yok Web Application 100
W | @ @gjhtml Installed | 0K ‘Web Application 100
Install | |U

|Stop Showing 1to 2 of 2 Previous | Next
Servicing al requests l

Servicing only [

14. You can now access your static content via the following URL

http://localhost:7001/html/test.html
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9

_,::http:,/‘/’rufous.its.yale.edu:‘lul]l/’html/test.html - Windows Internet Explorer

@E:. 4 |g, http:ffrufous.its. yale.edu: 7001 fhtmlftest. html ﬂ B[ %

. Favorites ‘ > Suggested Sites ¥ # | Get more Add-ons ~

Egl v| (& summary of Depl... I @http:ﬂwww.effco...l (& http: fhaw.effc... | (€ Publish Static Co... | @ http:fjrufous.... X | @ C:\CSFMobiletht... |

TEST
. html =] B3
el El @ I Search html
Organize v @ Open v Print  New folder == | <@\
- R -
Jr Favorites 21 Name | Date modified | Type
B Deskrop . WEB-INF 5/28{2009 12:13 PM File folder
18 Downloads 2 html.war 12/5/2012 11:33PM  WAR File
] Recent Places || MetaConfiguration-yale-1.0.150N 12/5{2012 10:48PM  JSON File
|| MetaConfiguration-yale-1.1.J50N 12/5/2012 10:46 PM ISON File
Libraries
ﬁ;& a test,html /5] > 11:10 PM
_<| Documents
R | test.txt 12/5/2012 11:09 PM Text Doct
,Jﬁ Music
=] Pictures —
B Videos
M Computer >4 | |
e test.html Date modified: 12/5/2012 11:10 PM Date created: 12/5/2012 11:10 PM
( HTML Document Size: 21 bytes

15. WebLogic Server caches the static contents by default. Uploading new files does not
require stopping and starting the “html” deployment. However, a stop and start of the
“html” deployment is required if a file is being replaced or updated.

http://SERVERNAME:8001/html/test.html

~ http://Ibre-oraapp-dev.stanford.edu:8001 /html/test.html - Windows Internet Explorer
G-k 5

File Edit View Favorites Tools Help

\ttp: fflbre-oraapp-dev.stanford.edu: 8001 fhtmiftest. html

<7 Favorites | 55 €| MyEC &|RPM [@ RPMReports & ECCustSvcs € BE1 £ BB2 3& v

BSI v| @ hitp:{flbre-oraapp-dev.s... X I (& Index of jhtmlf | |

TEST TEST TEST

vi /u01/oracle/CSFMobile/html/test.html

<HTML>
TEST
TEST
TEST
TEST
TEST
</HTML>

http://SERVERNAME:PORT/console

Click on Deployments and check the check box next to html
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Heb. Q Welcome, weblogic | Connected to: csfm_domait
woary o s >hbr >Summary of Serves >AdminServer >htr >Sumemary of Deployments i >Summery of Deploymests

Control  Monitorng

(redesloyed), o

Toinstal a new for depi

Showng 1t0 20 2 Previous | Next

State | Health | Type Deployment Order
acve | Lok Vieb Applcation 100
ae | vk Wieb Applcation 100

HowdoL.. =) o [Update] [Dete] [Sari] [Siop Showng 1t0 20 2 Previous | Next

Select the Stop dropdown and select Force Stop Now

Deployments

install | [ Update | [ Delete ‘Startv StopVI

When work completes

[~ | Name &
(Eorce Stop Now >

v (@ html Stop, but continue servicing administration requests

| (@)Mobile App Web Service Dev

Click on Yes to confirm the shutdown in the next screen

Back on the Deployments Page, check the checkbox next to html and select the Start
dropdown then select Servicing all requests

Deployments
Install | | Update | | Delete l Startv | | Stop v Showing 1to 20f 2 Previous | Next
2rvicing all requests
I~ | Name & i i State Health Type Deployment Order
Servicing only administration requests
v {@html Prepared & 0K Web Application 100
r {@)Mobile App Web Service Dev Active Y oK Web Application 100

Click on Yes to confirm the startup in the next screen

Confirm the new version of the replaced file displays instead of the cached version

http://SERVERNAME:PORT/htmI/FILENAME.html

:/ /Ibre-oraapp-dev.stanford.edu:8001 /html/test.html - Windows Internet Explorer

@@ ° IE http:{{lbre-oraapp-dev.stanford.edu:8001 fhtml test. html L]
File Edit View Favorites Tools Help

< Favorites |55 2 MyEC 2 RPM [ RPMReports £ | ECCustSves € |BE1 £ |BB2 o C

881 vI @ hitp:{flbre-oraapp-dev.s... X I (€ Index of fhtmlf I I

TEST TEST TEST TEST TEST
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LDAP Authentication Integration

Hostname: myldap.apptreesoftware.com
Address: 216.218.228.11

Port 389/636

Search Base: o=apptreesoftware.com
Directory Type: OpenLDAP

Directory Tree

o=apptreesoftware.com
- ou=People,o=apptreesoftware.com
- ou=local,o=apptreesoftware.com

Sample LDAP Search Filter

Base Dn: o=apptreesoftware.com
Filter: uid=echl4604
Scope: Subtree

Base Dn: o=apptreesoftware.com
Filter: uid=ecrg4605
Scope: Subtree

Working Dir: C:\CSFMobile
1) Obtain LDAP Server SSL Certificate using openssl

openssl s _client -connect myldap.apptreesoftware.com:636

MIIFXTCCBEWgAwIBAgIQLfgJLMJT4+/qDsUf+STy7TANBgkghkiGOWOBAQUFADCB
tTELMAKGA1UEBhMCVVMxFzAVBgNVBAoTDIZIcmITaWduLCBJbmMuMR8wHQYDVQQL
ExZWZXJpU2InbiBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEzJUZXJtcyBvZiB1c2Ug
YXQgaHROcHM6Ly93d3cudmVyaXNpZ24uY29tL3JwYSAoYykxMDEVMCOGA1UEAXMm
VmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVylIENBICOgRzMwHhcNMTIXMDAX
MDAwWMDAwWWhcNMTUxMDAyMjM10TUS5WjCBmDELMAKGA1UEBhMCVVMxFDASBgNVBAgT
CONvbm5IY3RpY3VOMRIWEAYDVQQHFAIOZXcgSGF2ZW4xGDAWBgNVBAoUD1IhbGUg
VW5pdmVyc2l0e TEoMCYGA1UECXxQfSW5mb3JtYXRpb24gVGVjaG5vbG9neSBTZXJ2
aWNIczEbMBkGA1UEAXQSZGlyZWNO0Ob3J5LnIhbGUuZWR1MIIBIJANBgkghkiGOw0B
AQEFAAOCAQ8AMIIBCgKCAQEABWRPbVuyzpQepbmdo80V6MmzUtAvH1XYAbNEChWU
cPd1zD5QwPC9BCMHOQ7LiIM5pGXCTgS/byA9XI0/Ulso+V1T1bubazswutbFvwwBC
Pttym07y1BfYZCIWeNJcW3vsbKWozJ5N7reCgyfszUqRTOdNAtM5ig5gaHtc3srb
r+c1g6+TX+3Dwx9iUm5gQP3YBNVF 1u+LVPJBFNJtA3WY7t1LUNwWPQtkExbBYeu3j
iOvCKQtIbPU3rK/dHiubiwGgmVJKs119rd8MnOS/S5TuPPCNpbRDni4deww2R1lah
S6N10vg2omlI90+wRmfXxayrdcZMyzgZobBLLnAKrwnVoowIDAQABo4IBgjCCAX4w
HQYDVRORBBYWFIISZGlyZWNO0Ob3J5LnIhbGUuZWR1MAKGA1UdEWQCMAAwDgYDVROP
AQH/BAQDAgWgMEUGA1UdHWQ+MDwwOgA40DaGNGhOdHAGLYITVIJTZWN1cmUtRzMt
Y3JsLnZlcmlzaWduLmNvbS9TVIJTZWN 1cmVHMy5jcmwwQwYDVR0gBDwwOjA4Bgpg
hkgBhvhFAQc2MCowKAYIKwYBBQUHAgEWHGhOdHBZzOi8vd3d3LnZlcmlzaWduLmNv
bS9jcHMwHQYDVROIBBYWFAYIKwYBBQUHAWEGCCsGAQUFBwMCMB8GA1UdIwQYMBaA
FA1EXBZTRMGCfh0gqyX0AWPYvnmIMHY GCCsGAQUFBwWEBBGowaDAkBggrBgEFBQcw
AYYYaHROcDovL29jc3AudmVyaXNpZ24uY29tMEAGCCsGAQUFBzAChjRodHRwOIi8v
U1ZSU2VjdXJILUczLWFpYS52ZXJpc2Inbi5jb20vU1ZSU2VjdXJIRzMuY2VyMAOG
CSqGSIb3DQEBBQUAA4IBAQAZz3zFKRWxQQrsLeu61A/BWoRGEgjbAyc8RO1dvkZsl|
6dHoZeRyy7brOFCFzFn2HVjGdpOjsxDBVBfAwWtgSkTF7vTUhDTZK/mQPxZh6IvAb
JbYsQZHjQ1SgcpHwwnkDBmM2g2tGMgnD1fCYKFkH6DBXxuRXESAy9alanrkHPZfDZJ
JvOUsVesRMwXwJMS+zofcOJtjGQgk3Z06aiPbStlJBCR3/05nKS/fK5VPsfktymS
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CvuMLNoQBHFnPhzroMQLPG91Im0SqDFDSbRjVnjl8IsUvKunkBy+d93YQ126FoZN
9BxQ8HaWz2NxIkUbwEnH03mBQeqZ7SswEnka4noRmzal
-----END CERTIFICATE-----

AppTree

2) Test LDAP authentication on application server

set JAVA_HOME=C:\oracle\java\jdk1.6.0_34
set PATH=%JAVA_HOME%\bin;%PATH%

1. Edit C:\CSFMobile\ldap_fn.java
a. Setkeystore
String keystore = "C:\\oracle\\java\\jdk1.6.0_34\\jre\\lib\\security\\cacerts";

b. Change Context. REFERRAL from follow (MS AD Specific) to ignore

env.put(Context. REFERRAL, "ignore");
import java.io.*;

import java.util.*;

import java.lang.String;

import javax.naming.*;
import javax.naming.directory.*;

import com.sun.security.auth.*;
public class Idap_fn
{

private static DirContext ctx = null;

public static void main(String[] args)

{ String retval = new String();
if ( args[0].compareTolgnoreCase("auth") == 0)
retval = bind(args[1], args[2], args[3]);
else if ( args[0].compareTolgnoreCase("query") == 0 )
retval = ssl_ldap_qgry(args[1], args[2], args[3], args[4], args[5], args[6]);
Llse
retval = "*Usage: |dap_fn auth|query Idap_server Idap_auth_dn Idap_passwd ...";
: }System.out.println(retval);

public static String bind(String Idap_server, String username,
String password)

String retval = new String();
try

retval = def_auth(ldap_server, username, password);

if ( retval.compareTo("0") ==0)
ctx.close();
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catch (NamingException e)
{
return("*LDAP failure: " + (String) e.getMessage());
}
return(retval);

}

/I Make ssl Idap query. See stub for usage.

public static String ssl_Idap_qry(String Idap_server, String username,
String password, String Idap_dn,
String cn, String attr)

-~

inti, j, pos;

String retval = new String();

String Idap_auth_ok = new String();
char sep = 0;

String[] Idap_attr = new String[50];

/I Parse the Idap attribute list to be queried. Field separator is a pipe char.
pos=0;

i=0;

for (i=0; i < attr.length(); i++ )

{

if ( attr.substring(i, i+1).compareTo("|") == 0 )

Idap_attr{j] = attr.substring(pos, i);
pos=i+1;
i+

}

}
Idap_attr[j] = attr.substring(pos);

/I Make Idap connection and query the user's attribute.
try

Idap_auth_ok = ssl_auth(ldap_server, username, password);
if ( Idap_auth_ok.compareTo("0") ==0)

SearchControls constraints = new SearchControls();

constraints.setSearchScope(SearchControls. SUBTREE_SCOPE);
NamingEnumeration persons = ctx.search(ldap_dn, "cn=" + cn, constraints);
while (persons.hasMore())

SearchResult sr = (SearchResult) persons.next();
Attributes attrs = sr.getAttributes();

/I Store all the attributes as a single string with a |
/I as the field separator.

for (i=0;i<=j; i++)

{
try
if ( retval.length() > 0 &&
sep==0)
sep =

if ( [dap_attrfil.compareTo("dn") == 0 ||
Idap_attr[i].compareTo("distinguishedname") ==
retval = retval + sep + Idap_attr[i] + ": cn=" + attrs.get("cn").toString().substring(5) + ","
+ |dap_dn;
else
retval = retval + sep + attrs.get(ldap_attr[i]).toString();

catch ( NullPointerException e)

{

retval = retval +"|" + |dap_attr[i] + ": null";
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ctx.close();
}
else
/I LDAP authentication failed.
retval = " *LDAP failure: Authentication failed for user " + cn;
/I retval = Idap_auth_ok;
}

catch (NamingException e)

if ( (String) e.getMessage() != null )
retval = " *LDAP failure: " + (String) e.getMessage();
}
if ( retval.length() == 0)
retval = " *LDAP failure: User " + cn + " not found";
/I Strip out the "garbage" first char.
return retval.substring(1);

/I Create Idap connection context.

public static String ssl_auth(String Idap_server, String username,
String password)

{

Hashtable env = new Hashtable(12);

/[String keystore = "C:\\Java\\jdk1.6.0_32\\jre\\lib\\security\\cacerts";
String keystore = "C:\\oracle\\java\\jdk1.6.0_34\\jre\\lib\\security\\cacerts";

System.setProperty("javax.net.ssl.trustStore", keystore);
env.put(Context.INITIAL_CONTEXT_FACTORY,"com.sun.jndi.ldap.LdapCtxFactory");
env.put(Context. PROVIDER_URL, "Idap://" + Idap_server + ":636");

env.put(Context. SECURITY_AUTHENTICATION, "simple");

env.put(Context. SECURITY_PRINCIPAL, username);

env.put(Context. SECURITY_CREDENTIALS, password);

env.put(Context. SECURITY_PROTOCOL, "ssl");

/I This is an AD specific setting; use "ignore" for others.
/lenv.put(Context. REFERRAL, "follow");
env.put(Context. REFERRAL, "ignore");

/I SSL authentication
env.put("java.naming.ldap.factory.socket", "javax.net.ssl.SSLSocketFactory");
env.put("java.naming.ldap.version", "3");

try
ctx = new InitialDirContext(env);
return "0";

catch (NamingException e)

System.out.printin(" *LDAP failure: " + (String) e.getMessage());
/I StringWriter sw = new StringWriter();
/I e.printStackTrace(new PrintWriter(sw));
/I return (sw.toString());
}

return "1";

}

/I Create Idap connection context.
public static String def_auth(String Idap_server, String username,
String password)
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Hashtable env = new Hashtable(12);

? AppTree Main 888.680.8240
i V- |

/IString keystore = "C:\\Java\\jdk1.6.0_32\\jre\\lib\\security\\cacerts";
//String keystore = "C:\\oracle\\java\\jdk1.6.0_34\\jre\\lib\\security\\cacerts";

/ISystem.setProperty("javax.net.ssl.trustStore", keystore);
env.put(Context.INITIAL_CONTEXT_FACTORY,"com.sun.jndi.ldap.LdapCtxFactory");
env.put(Context. PROVIDER_URL, "Idap://" + Idap_server + ":389");

env.put(Context. SECURITY_AUTHENTICATION, "simple");

env.put(Context. SECURITY_PRINCIPAL, username);

env.put(Context. SECURITY_CREDENTIALS, password);

/lenv.put(Context. SECURITY_PROTOCOL, "ssl");

/I This is an AD specific setting; use "ignore" for others.
/lenv.put(Context. REFERRAL, "follow");
env.put(Context. REFERRAL, "ignore");

/I SSL authentication
/lenv.put("java.naming.ldap.factory.socket", "javax.net.ssl.SSLSocketFactory");
env.put("java.naming.ldap.version", "3");

try

{
ctx = new InitialDirContext(env);
return "0";

catch (NamingException e)

{
System.out.printin(" *LDAP failure: " + (String) e.getMessage());

/I StringWriter sw = new StringWriter();
/I e.printStackTrace(new PrintWriter(sw));
/I return (sw.toString());

}

return "1";

}
2. Import SSL Certificates into keystore

keytool -import -alias myldap -file
C:\CSFMobile\myldap.apptreesoftware.com.cer -keystore
C:\oracle\java\jdkl.6.0 34\jre\lib\security\cacerts -storepass
changeit

keytool -import -alias verisignc3 -file
C:\CSFMobile\verisignc3.cer -keystore

C:\oracle\java\jdkl.6.0 34\jre\lib\security\cacerts -storepass
changeit

keytool -import -alias verisigng5 -file
C:\CSFMobile\verisigng5.cer -keystore

C:\oracle\java\jdkl.6.0 34\jre\lib\security\cacerts -storepass
changeit

3. Compile the java program

set JAVA HOME=C:\oracleljava\jdkl.6.0 34
set PATH=%JAVA_HOME%\bin; $PATHS%
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cd C:\CSFMobile

javac ldap_ fn.java

Output:
Note: I[dap_fn.java uses unchecked or unsafe operations.
Note: Recompile with -Xlint:unchecked for details.

4. Testjava LDAP Bind from command line
LDAP Server: myldap.apptreesoftware.com
LDAP User DN: echl4604@apptreesoftware.com
LDAP Password: mypassword
C:\oracle\java\jdkl.6.0 34\bin\java -cp C:\CSFMobile ldap fn auth

myldap.apptreesoftware.com " echl4604@apptreesoftware.com "
"mypassword"

Will return either 0 or 1
0 - authenticated successfully
C:\oracle\java\jdkl.6.0 34\bin\java -cp C:\CSFMobile ldap_ fn auth

myldap.apptreesoftware.com " echl4604@apptreesoftware.com "
"wrongpassword"

1 - failed
*LDAP failure: [LDAP: error code 49 - 80090308: LdapErr: DSID-0C0903A9, comment
: AcceptSecurityContext error, data 52e, vidb1 ]
1
3) Integrate LDAP Authentication into Web Services and Test

http://SERVERNAME:PORT/csfmp/login?UserName=echl4604&Password=mypassword

4) AppTree Framework Mobile Parameter DML
delete from FWEB parameter
where parameter in ('ENABLE LDAP AUTH', 'LDAP_ HOST',
'"LDAP BASE', 'LDAP ENABLE SSL', 'LDAP SSL PORT', 'LDAP PORT');

insert into FWEB PARAMETER ( parameter, value)
values ('ENABLE LDAP AUTH', 'Y');

insert into FWEB parameter (parameter, value)
values ('LDAP_HOST', 'myldap.apptreesoftware.com');

insert into fweb parameter (parameter, value)
values ('LDAP BASE', '<USERID>(@apptreesoftware.com');

insert into fweb parameter (parameter, value)
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values ('LDAP_ENABLE SSL', 'N'");

? AppTree Main 888.680.8240
. |

insert into fweb parameter (parameter, value)
values ('LDAP_PORT', '389'");

Disclaimer and Intended Use:

The document is intended for the use of [CUSTOMER]. This document contains passwords and
access information. It has been password protected. The document should be secured and the
distribution of the document should be limited to [ROLE BASED DISTRIBUTION LIST.
EXAMPLE: the system administrators and database administers for the systems it pertains to].

This document has NO WARRANTY and is being presented ‘as is” and should be used at your
own risk. Efficient Computing Inc. does not warranty that the contents of the document are free
from error or that it is complete. Efficient Computing Inc. is not responsible for any negative
outcomes associated with the use of this document.
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